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1. Security Myths

Myth: fAl dondét have to worry about identity
online using my credit card. o

Truth: Not so, says, the 2006 Identity Fraud Survey Report, released by the Council of
Better Business Bureaus and Javelin Strategy & Research. Most personal information
compromises--90 percent--take place through traditional offline channels and not via the
Internet. Lost or stolen wallets, checkbooks, or credit cards continue to be the primary
source of personal information theft (30%). Almost half (47%) of all identity theft is
perpetrated by friends, neighbors, in-home employees, family members or relatives--
someone known to the victim. Persons 65 years and older have the lowest rate of identity
fraud (2.3%). The majority of victims are between the ages of 35 and 44, and within that
group, the average amount of the fraud is $9,435 per incident.

More information: http://www.bbbonline.org/IDTheft/safetyQuiz.asp

Myt h: AMy |IRCsilowredl am sure it has a virus. (
Truth: Viruses are always a suspect, but not always the culprit. Your PC may have been
compromised by spyware. Some anti-virus programs will detect and remove some kinds
of spyware, but no anti-virus by itself to keep your system safe. First step: Run
TrendMi cr o’ s -splyware sean anchldt it do i€s best to ternove any existing
spyware from your PC (http://www.trendmicro.com/spyware-scan/). Next step: Install
good-quality anti-spyware of your choice--even if your computer already has an anti-
virus product on it—to help prevent future compromises. And, like your anti-virus
software, keep your anti-spyware up-to-date.

More information: http://anti-spyware-review.toptenreviews.com/
http://www.pcmag.com/category2/0,1874,1639157,00.asp

2. Phishing

Subject: Banking Scams

Bait: Scam emails, pretending to come from banks and credit unions around the world,

ask you to provide personal financial information, such as account numbers and login

details. These scams are often supported by fake or spoofed websites, and victims are

tricked into thinking they are loggingint o a r e a | websi Baowis®on’t t alk
list of some of the banking institutions whose account holders have been recent targets of

phishing attacks.

Bank of America Capital One Bank
Bank of Queensland Co-op Services Credit Union
Barclays Bank HSBC Bank
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National Credit Union Administration Wachovia Bank
NatWest Bank Washington Mutual

More information: http://www.millersmiles.co.uk/

Subject: Verified by VISA?

Bait: An email claiming to be from Visa asking recipients to click a link and provide
account information in order to activate the "Verified by Visa" security program. Despite
the genuine logos, the email does notoriginate from Visa. Those who do click on the
embedded link will be directed to a fake website and asked to provide details about the
cardholder's account which will be harvested by the scammers. Ironically, "Verified by
Visa" is a genuine security program designed to protect consumers from credit card
fraud.

More information: http://www.hoax-slayer.com/current-issue.html#four
https://usa.visa.com/personal/security/vbv/index.html?it=wb|/index.html|L earn%20More

Subject: Lottery Scam Twist

Bait: An email claiming that the recipient will be sent a small portion of the money they

have supposedly won in a lottery in the form of a check. The recipient is instructed to

deposit the check and then wire a specified amount to a "tax agent" ostensibly to cover

taxes on the winnings. But the check will turn out to be fake or stolen, the victims will

neverreceivea cent and wi | | be out whatever money
More information: http://www.hoax-slayer.com/lottery-scam-cheque.shtml

3. Security Screw-Up of the Month

Cali f ornia Secretary of Stateods Office Offers
The Social Security Numbers, addresses, and signatures of more than 650,000
Californians have been available for purchase since 2004 for about $6 each on a website
operated by the Secretary of State's office. The revelation was disclosed on March 22nd
by Secretary of State Debra Bowen, who said the Web site had been removed, and added
that it was unclear whether or not the information had ever been tapped to perpetrate
identity-theft crimes. The site contained about 2 million records, a third of which
contained individual borrowers' information. Lenders had to establish accounts with the
State to buy the information, but there were no restrictions preventing others from doing
the same. The website was visited about 300 times a day and had more than 28,000
registered users.

More information: http://www.signonsandiego.com/news/state/20070323-1337-ca-brf-
norcal-personaldata.html

http://www.davickservices.com/CA_caught_selling_SSNs.htm

4. Virus Alerts

eBay Users Targeted by fABayrobo Troj an
eBay users are being targeted by an advanced Trojan that attempts to redirect traffic so it

can silently bid on a car from the auction site's car section. It is the latest security

headache for eBay, which has faced an onslaught of complaints from users who say fraud

on the site has increased to unacceptable levels over the past few months. eBay officials

are aware of the Trojan and are working to prevent it from affecting buyers and sellers, a
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spokeswoman said. Bayrob diverts traffic intended for eBay to one of several sites
controlled by the attacker.
More information: http://www.theregister.co.uk/2007/03/06/ebay_trojan/

Next-Generation Skype Trojan Hits the Web

Miscreants have again adapted the “Warezovll Trojan horse to target Skype users, warns
Websense Security Labs. The attack is similar to threats that target instant-messaging
applications. A targeted Skype user will receive a chat message with the text "Check up
this" and a link to a malicious executable called file_01.exe on a website. If the user runs
the file, several other files are downloaded and executed. Once infected, a computer will
be at the beck and call of the attacker, and the Trojan horse will start sending messages to
the victim's Skype contacts as well.

More information: http://software.silicon.com/malware/0,3800003100,39166534,00.htm

AMdr oppero Trojan Exploits VuDaywds abtittadk i n
The attack begins with an incoming email that has a Word file (.doc) attached -- a very

common event that happens to almost everyone every day. The email sender looks

legitimate--but i t sposfed-- and the document name is selected to appeal to the

recipient. For example, if the targeted user is an accountant, the document would look

like a tax certificate or an invoice, or for finance brokers, a stock analysis. Opening the

Word document activates the —Mdropperll Troj a
Symant ec has provided a demo video that shows
More information: http://www.newsfactor.com/news/Hackers-Actively-Exploiting-
Word-Flaw/story.xhtml?story _id=120000DZNR20

i Mdr o p p e rhtip://miwwd/@itabe.com/watch?v=x10F1BHOHhM

5. Microsoft and Mac Updates

Microsoft and Apple provide free security updates for the Windows and Mac OS X
operating systems.

Windows: Microsoft issues patches for all Microsoft products on the second Tuesday of
each month as well as out-of-cycle patches on any day of the month. The next scheduled
release date is April 10th.

More information: http://www.microsoft.com/athome/security/default.mspx

OS X: Updates are issued frequently, and their contents may differ depending on which
processor is in your Mac (PPC or Intel).

More information: http://www.apple.com/support/downloads/

Security Tips: Be sure your operating system is set to retrieve and install updates
automatically. Check manually, too, once every two weeks to make sure all of the
updates have been installed.

Windows:
http://www.microsoft.com/athome/security/update/bulletins/automaticupdates.mspx

OS X: http://docs.info.apple.com/article.html?artnum=106704 &
http://docs.info.apple.com/article.html?artnum=301191

(continued)
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6. Security Newsbytes

Dutch Court Gives Botnet King Light Jail Sentence

A Dutch court has sentenced two hackers to prison for breaking into millions of
computers worldwide and using the hijacked systems for online crime. The lead
perpetrator was sentenced to two years in prison and his accomplice to 18 months. Part of
each sentence is probationary. In both cases the sentences equaled the time the two young
men had already served. The court found the pair responsible for commandeering
millions of computers in 2006 with a Trojan horse called Toxbot and using the hijacked
systems in a network (a botnet) to steal credit card numbers and other personal data, and
to blackmail online businesses by threatening to take down their websites

More information: http://zdnetindia.com/news/security/stories/170002.html

Botnet video: http://www.youtube.com/watch?v=VoQyA-ZH8k8&NR

Hackers Selling Stolen Identities for $14

Identity thieves are offering credit card numbers, dates of birth, and other sensitive
information for sale for as little as $14 a pop over the Internet. The data is sold on so-
called "underground economy servers," used by criminal organizations to hawk
information they've captured through hacking. The information can then be used

for identity scams, such as opening a bank account in a false name.

More information: http://www.infoworld.com/article/07/03/19/HNhackerssellids_1.html

Windows Has Fewest Security Holes, But . . .

Microsoft Windows has the lowest number of vulnerabilities and the fastest turnaround
time for patches of all commercial operating systems, but it also has the most serious
flaws, according to Symantec. Despite having the fewest security holes, Windows was hit
by more critical flaws than either Red Hat Linux or Mac OS X, Symantec found.
Symantec's latest Internet Security Threat Reparveals that 39 security holes were
discovered in Windows during the second half of 2006, with an average patch
development turnaround time of 21 days, up from the 22 Windows holes found in the
first six months of 2006.

More information: http://software.silicon.com/malware/0,3800003100,39166506,00.htm
http://eval.symantec.com/mktginfo/enterprise/white_papers/ent-
whitepaper_internet_security threat_report xi_03_2007.en-us.pdf

Apple Megapatch Fixes Multiple Flaws

Apple has released a security update to its Mac OS X operating systems to plug multiple
security holes. Bugs in third-party components have also been addressed by the security
update. The availability of Mac OS X 10.4.9 and Security Update 2007-003 on Tuesday
follows a month in which the security of OS X was put under the spotlight by the Month
of Apple Bugs project. Protection against most of these unpatched bugs was previously
available only through unofficial updates or various workarounds.

More information: http://www.theregister.co.uk/2007/03/14/apple _megapatch/

University of Missouri-Columbia Cleans Up Bots on Campus

The University of Missouri-Columbia got a reputation in the anti-spam community a
year ago wh e mputerz am cafpusfoagas sbdlwingssgam around the
Internet, landing the university on several email blacklists (Zombie: A networked
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computer whose security has been compromised and which is remotely controlled and

used for anot her pkunropwlseed gne ,t haoludihe tchael luesde ra s—
university's security and IT groups, who support some 28,000 students and 10,000 faculty

and staff, decided to try blocking Internet Relay Chat (IRC) traffic -- the method most

botnets use to control bot-infected machines When t he campus’s network
system detects a computer trying to start a chat session, the session is automatically

quarantined and the user redirected to a webpage that informs the user his or her machine

is infected. The site then gives instructions and links for cleaning up the machine before

the computer is allowed back on the network.

More information:

http://www.darkreading.com/document.asp?doc_id=120748&WT.svl=news2 1
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