Volume 4, Number 7 July 2007

' SANS Institute Security Newsletter
& for Computer Users

In This Issue

1. Security Myths — 2. Scams and Hoaxes — 3. Malware —4. Microsoft and Mac
Security Updates — 5. Security Screw-Up of the Month — 6. Security Newsbytes

1. Security Myths

Myth: Let’s say my computer has been infected by a worm. If the worm is not
hurting my computer or bothering me, it’s not a problem.

Fact: More and more, Bad Guys are creating and spreading worms that infect thousands
of computers,enlist i ng t hem as *

them under the control of a hacker without the knowledge of the computer owner. If your
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run slower than usual. That slowness might not bother you but your computer could be
responsible for infecting hundreds of other computers without your knowledge. Infected
systems pose a double threat. Not only do they send out malware, but they also serve as
robot soldiers in warfare between Internet crime gangs [See 3. Malware, below]. Do n’ t
allow your system to be taken over and used by criminals. Install and maintain good

quality anti-virus and firewall software. Keep the software on your system patched and

up to date. Use care when browsing the web. And if you have questions about the

security of your system, have it checked out by a computer professional.

2. Scams and Hoaxes

Subject: Microsoft Update Email Scam Makes Another Comeback

Bait: Phony emails , whi c¢c h hav e MsnwsffSecarity BulletimMS87- | i ke *
0 0 6 &nd claiming that a zero-day vulnerability has been discovered in the Microsoft
Outlook email program. Theygo on t o warn recipients that
ma c h i havebgeh exploited via the vulnerability in order to promote medications such

as Viagra and Cialis. Recipients are encouraged to download a patch which, it is claimed,

will fix the problem and protect their computers from attack by hackers. Clicking on the

embedded link does not take computer users to Microsoft's website, but to one of many
compromised websites hosting a Trojan horse.

Security Tip: Microsoft never sends out patches or updates by email. There are no

exceptions.

More information:

http://blogs.pcmag.com/securitywatch/2007/06/beware of fake microsoft outlo.php

Subject: Windows Hacktivation

Bait: Phony screens telling you to
Remember the drudgery of having to activate Windows when you installed it? In a

widespread cyber scam, the Kardphisher worm (see 3. Malware, below) holds access to

your PCforrans om whi |l e demandi ng t hat-aotwineatse "of
Windows by providing a bevy of personal information as well as credit card information.
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http://blogs.pcmag.com/securitywatch/2007/06/beware_of_fake_microsoft_outlo.php

Security Tip: Microsoft never requires or requests credit card information to activate
their products.
More information: http://www.appscout.com/2007/05/beware fake xp reactivation.php

Subject: Fake FBI Email Bolsters Bogus Microsoft Lottery Email

Bait: A fake email claiming that the FBI has been monitoring an ongoing transaction

bet ween the recipient and agents of the *“ Mic
The recipient previously received a lottery notification email, supposedly from Microsoft,

claiming that he or she had won a large sum of money. The subsequent FBI message

claims that the supposed lottery has been officially screened and found to be legal and

that the recipient has a lawful right to claim the prize. However, both the original and

follow-up claims are entirely bogus.

More information: http://www.hoax-slayer.com/fbi-fraud-alert-scam.shtml
http://www.hoax-slayer.com/microsoft-world-lottery-scam.shtmi

Subject: Shockwave Trojan Scam

Bait: Phony Adobe Shockwave Player websites that tell you something is wrong with

your Shockwave installation.

Bogus websites have been created to trick fun-seekers into downloading a Trojan horse

program. Gamers are lured to one of these sites, which appear to be about online games

and other activities that feature Shockwave. The sites are rigged so that you see broken

icons, along with suggestions there is something wrong with your version of Shockwave

and links to another bogus site that will purportedly diagnose the Shockwave problem.

l nvariabl vy, It turns out that you need an *“u
phony site to get it. But rather than a working version of Shockwave, what ' s avail abl
download is a Trojan.

More information: http://isc.sans.org/diary.html?storyid=3024
http://www.theregister.co.uk/2007/06/22/shockwave_social engineering_ruse/print.html

""Srizbi," a worm that spreads by email, installs a difficult-to-remove rootkit,* and
enlists your computer into a botnet--a network of thousands of infected network
computers under the control of hackers without the knowledge of their owners (See
"Burgeoning Botnets™ in 6. Security Newsbytes, below).

More information:

*http://searchsecurity.techtarget.com/sDefinition/0,,sid14 qci547279,00.html
http://www.theregister.co.uk/2007/07/01/malware_gang_war/
http://www.symantec.com/security response/print_writeup.jsp?docid=2007-062007-
0946-99

“Kardphisher,” a worm that installs a keylogger* and presents the user of the

infected system with several phony Windows“* R& ct i vati on” screens that
personal information and credit card information if the user wants to continue using

Windows. A claim that someone has installed the same copy of Windows on another

system accompanies the bogus, Microsoft look-alike activation windows. Kardphisher

can spread via floppy disks, CD-R O M’ nemory sticks, infected email attachments, and

web downloads, as well as from one networked computer to another.

More information: *http://www.webopedia.com/TERM/K/keylogger.html
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http://www.pandasoftware.com/com/virus info/encyclopedia/overview.aspx?ldVirus=16
1012&sind=0&sitepanda=particulares

4. Microsoft and Mac Security Updates

Microsoft and Apple provide free security updates for the Windows and Mac OS X
operating systems.

Windows: Microsoft issues patches for all Microsoft products on the second Tuesday of
each month as well as out-of-cycle patches on any day of the month. The next scheduled
release date is July 10th. Check manually too, once every two weeks, to make sure all of
the updates have been installed.

More information: http://www.microsoft.com/athome/security/default. mspx

OS X: Updates are issued frequently, and their contents may differ depending on which
processor is in your Mac (PPC or Intel).

More information: http://www.apple.com/support/downloads/

Security Tips: Be sure your operating system is set to retrieve and install updates
automatically.

Windows:

http://www.microsoft.com/athome/security/update/bull etins/automaticupdates.mspx

OS X: http://docs.info.apple.com/article.html?artnum=106704 &
http://docs.info.apple.com/article.html?artnum=301191

5. Security Screw-Up of the Month

Homeland Insecurity

The Department of Homeland Security (DHS), the lead U.S. agency for fighting cyber
threats, suffered more than 800 hacker break-ins, virus outbreaks and other computer
security problems over two years, senior officials have acknowledged to Congress. In one
instance, hacker tools for stealing passwords and other files were found on two internal
DHS computer systems. The agency's headquarters sought forensic help from the
department's own Security Operations Center and the U.S. Computer Emergency
Readiness Team which it operates jointly with Carnegie Mellon University. In other
cases, computer workstations in the Coast Guard and the Transportation Security
Administration were infected with malicious software that was trying to communicate
with outsiders; laptops were discovered missing; and agency websites suffered break-ins.
All of the problems were reported to involve the department's unclassified computer
networks, although DHS officials also have acknowledged dozens of incidents, described
as "classified spillage," in which secret information was improperly transmitted or
discussed over non-secure email systems. DHS Secretary Michael Chertoff backed
information technologye f f ort s at the department. “I don'"
vul nerability at DHS,” Chertoff said.

[Editor’s note: (Wyman) Chert off’ s cunning defense of DF
why he is still standing. DHS is not particularly alone among Federal agencies that

received low grades for security this year, as reported by the Washington Posin April

12, 2007: “According to data to be released
Department of Defense led a group of eight agencies that received failing marks for

computer security. Also receiving that dubious distinction were the Departments of

Agriculture, Commerce, Education, Interior, State and Treasury, as well as the Nuclear

Regulatory Commission. The DHS earned a D, although its overall performance
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improved since 2005. The Department of Veterans Affairs did not provide enough data to

earn a grade. I n 2005, it received an F. "]
More information: http://www.washingtonpost.com/wp-
dyn/content/article/2007/04/12/AR2007041201010.html

[Editor’s note (Reichert) : Il n school , i f you didn’”t turn
assi gnment, you probably received an F. Wi t h
apparent current |l ack of participation in th

continued into 2006 unless/until they prove otherwise.]
More information: http://abcnews.go.com/Politics/wireStory?id=3296755

6. Security Newsbytes

--E-card Shenanigans

They re back! A flurry of scam email s, naugh
to entice you into compromising your computer. The not—so-nice ones are e-postcards

with subject lines such as "You've received a postcard from a family member!", “ Happy
BDayUSA” , and “You’' ve r eceiThesedredasigrectasgeadf r om nei

a new version of the Storm Trojan, a worm that turns your computer into a spam-spewing
robot. Embedded links take you to one of several malware-hosting websites, and the
probing of your computer for vulnerabilities begins. If Javascript is enabled on your
browser, a drive-by download attack™* is launched on your system. If it's not, you are
prompted to download and run a file called “ecard.exe” so the worm can get into your
system. If your anti-virus software catches that nasty, three more attacks begin in
sequence aimed at exploiting unpatched vulnerabilities, first in QuickTime, then in
Winzip, and finally the “Web View Folder 1 co
More information:

*http://searchwindowssecurity.techtarget.com/sDefinition/0,,5id45 gci887624,00.html
http://www.sophos.com/pressoffice/news/articles/2002/10/va_greetings.htmi

--Burgeoning Botnets
Law enforcement authorities announced the arrest of three men accused of using a
million-strong botnet* of hijacked computers for spam-related crime. The FBI said its

“Operation Bot Roast” identified more than o
being used in criminal activity, and added that botnets, which have been used in massive

distributed denial-of-service (DDoS)*at t acks, “are a growing thre
the national information infrastructure, and

More information: *http://en.wikipedia.org/wiki/Botnet
**http://searchsecurity.techtarget.com/sDefinition/0,,sid14 gci557336,00.html
http://blogs.zdnet.com/security/?p=298

-- Patch Politics: Windows Safari Hole Still Open

Do security flaws that make headlines get fixed quickly while software manufacturers

ignore or drag their feet on fixing others? Yes, says Dave Maynor, CTO for Errata

Security, a well-known cybersecurity consulting and product testing company. Case in

point: Vulnerabilities in Apple's Safari beta for Windows, found within hours of the

browser's June 11th launch, are still open. Maynor contends that vulnerabilities are as
easyaspietofindinApple code, and Safari exploits are é
at the vulnerabilities that Apple fixes quickly, they are the ones that make headlines . . . |

call this 'only fix it if it's in the public spotlight' -- the Eddie Haskell syndrome. For those
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who didn't watch Leave it to Beavethat means they act very responsible when someone

is looking but [when your] back is turned, they become a brat.”

More information: http://www.eweek.com/article2/0,1895,2150911,00.asp
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